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U.S. companies should send a big thank-you note to the European Union.
Why? The EU is pushing a plan for European businesses to adopt plain
privacy notices displayed in a common format. If this idea catches on in the
U.S., consumers may start reading privacy policies and making purchasing
decisions based on them—yparticularly online, where U.S. companies
dominate.

Earlier this month, the EU's Article 29 Working Party released its "Opinion
on More Harmonised Information Provisions" (download PDF).The
proposal calls for EU member states to adopt common rules for corporate
privacy policies. What do the rules say?

First, privacy notices should be written in plain words, not lawyer language.
In poll after poll, more than 75% of consumers say they want this.

Second, companies should display privacy notices in three layers. What the
EU calls the "short" layer could be a brief statement posted where space is
limited, such as on messages sent to customers via mobile phones or
warranty cards. It could say something like, "The information we collect
about you here will be used only within this program. View our full privacy
policy at XYZCorp.com."

When you click on that privacy policy, you'd see what the EU calls the
"condensed" layer, a half-page summary of the main points of the entire
policy. The condensed layer would in turn link to the "full" privacy policy,
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which could be a multipage, exhaustive description of a company's privacy
practices.

Why should U.S. companies hope this initiative is successful? Because
U.S. legislation and numerous lawsuits have compelled U.S. companies to
write the kind of privacy policies customers don't like: multipage tomes
written in legalese. When our customers don't read or like our privacy
policies, we lose opportunities to build trust and loyalty with them.

A successful EU standard could influence U.S. legislators to revise these
mandates for the good of the American citizen.

A few U.S. companies have already started down this path (see story). |
examined the top 50 most-visited Web sites in the U.S., and found two—
Expedia and Bank of America—that post layered privacy policies. Several
others use a top-level list of jump-links or a sidebar menu to help readers
navigate the policy. But most remain your typical privacy policy: long and
obtuse.

| also asked a group of chief privacy officers and privacy experts for their
votes on the most-readable privacy policies online. It didn't take long for us
to identify the short list of policies we'd recommend as models for their
user-friendly formats (see table).

Why aren't more companies following their lead? The simplest explanation
may be a lack of resource priority. It takes time and effort to design a good
online privacy policy, and they're still one of the least-read pages on a
typical Web site, anyhow. So privacy officers are focusing on other
priorities.

A deeper explanation may be that most companies still take a defensive
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approach to their privacy strategy. They've witnessed the million-dollar
privacy lawsuits dealt to other companies and have decided to minimize
their legal risk in this area. Getting creative with a privacy policy would
exceed their risk tolerance.

The few companies that are investing in readable, user-friendly privacy
policies see the future differently. If they don't make it easy for their
customers to trust them, they risk more than losing a million-dollar lawsuit.
They could become irrelevant in the age of information.

Table 1

User-Friendly Privacy Policies

These companies are leading the way toward making
privacy policies more inviting, readable and usable.
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Table 2

How to Format a Great Privacy Policy on the Web

Companies

that do this
Best practices well

Procter &
Arrange photos or images in a visually Gamble
pleasing way.

Include links to other helpful privacy el [elge
information besides the privacy policy.
Feature a "condensed" privacy policy: a ...
short list of full sentences in plain Sl
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Link each full sentence to a section with SeCE
greater detail.
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Procter &
Provide a data-access request form Gamble
online.
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preferences or request a personal data
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policy.




